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Notice to EU and UK Residents: As outlined in the RouteSmart Privacy Statement available on
trust.routesmart.com, RouteSmart will not process your user information without a lawful basis to do so; as such
bases are defined in Article 6 of the GDPR and, with respect to UK residents, in Chapter 2 of the UK GDPR.
References in this Statement to the UK GDPR shall apply only to individuals who are covered by the provisions of the
UK GDPR (generally residents of the United Kingdom). In general, Company will process your user information on
the legal bases of consent, contract (if you have entered into an agreement with us and such processing is a
necessary part thereof), or legal obligation (as noted above). Company may also process certain user information on
the basis of the following legitimate interests, provided that such interests are not overridden by your privacy rights
and interests: delivering and continuing to develop and improve the Site, learning from your behavior on the Site
(e.g., analyzing traffic) to better serve you and other Site users, helping us modify or enhance the Site and its content,
receiving insight as to what users do (and don't) like about our Site or aspects thereof, and providing a stable,
consistent, and secure user experience in connection with the Site. For specific processing of personal data we
collect from you and not covered by the above, we will inform you whether the provision of personal data is statutory
or required to enter a contract and whether it is an obligation to provide the personal data and possible consequences
if you choose not to. Company will use standard contractual clauses as a safeguard for transferring your user
information.

You Have the Following Rights Under the GDPR and UK GDPR:

Right to access: You have the right to request information about the personal data we hold on you at any time. You
can contact us and we will provide you with your personal data via e-mail.

Right to portability: WWhenever we process your personal data by automated means based on your consent or based
on an agreement you have the right to get a copy of your data in a structured, commonly used and machine-readable
format transferred to you or to another party. This only includes the personal data you have submitted to us.

Right to rectification: You have the right to request rectification of your personal data if they are incorrect, including
the right to have incomplete personal data completed. If you have an account you can edit your personal data under
your account and membership pages.

Right to erasure: You have the right to erase any personal data processed by us at any time except for the following
situations:

» you have an ongoing matter with Customer Service.

« you have an open order which has not yet been shipped or partially shipped.

* you have an unsettled debt with us, regardless of the payment method.

« if you are suspected or have misused our services within the last four years.

« your debt has been sold to a third party within the last three years or one year for deceased customers.
» your credit application has been rejected within the last three months.

+ if you have made any purchase, we will keep your personal data in connection to your transaction for
bookkeeping rules.

Right to object to processing based on legitimate interest: You have the right to object to processing of your personal
data that you believe is not based on our legitimate interest. We will suspend processing of the personal data unless
we can demonstrate a legitimate ground for the process which overrides your interest and rights or due to legal
claims.

Right to object to direct marketing (if applicable): You have the right to object to direct marketing, including profiling
analysis made for direct marketing purposes. You can opt out from direct marketing by the following means:

« following the instruction in each marketing mails.
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» by editing the settings of your account.

Right to restriction: You have the right to request that we restrict the processing of your personal data under the
following circumstances:

» if you object to a processing based on our legitimate interest, we shall suspend all processing of such
data pending the verification of the legitimate interest.

« if you claim that your personal data is incorrect, we will restrict all processing of such data pending the
verification of the accuracy of the personal data.

» if the processing is unlawful you can oppose the erasure of personal data and instead request the
restriction of the use of your personal data instead.

+ if we no longer need the personal data but it is required for you to make of defending legal claims.
How can you exercise your rights?: Please contact our service personnel at: 1.410.290.0226.

Right to complain with a supervisory Authority: If you believe we are processing your personal data in an incorrect
way you can contact us. You also have the right to turn in a complaint to a supervisory authority, having jurisdiction.

How to Contact Us:

If you have any questions regarding the information listed above or how to remove or modify your user information or
related consents, please feel free to contact us by e-mail at info@routesmart.com, 1.410.290.0226 or by mail at
RouteSmart Technologies, 8850 Stanford Blvd., Suite 3250, Columbia, MD 21045.
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